Project 1.a Create an AWS Instance, setup firewall restriction of server access

For this specialization, I have created an Amazon Machine Image (AMI), coursera_cs5910a_im1
with Linux-Apache-MySQL-PHP (LAMP) server package and GnuPG 2.3.7 installed for you to
clone an instance and use it for learning the cybersecurity concepts, security policy and related
enforcement procedures. You can clone an instance with coursera _cs5910a_im! in about 2
minutes.

You will need an AWS account to login to the AWS management console and use the EC2 GUI
control to create the instance for our class projects.

Your first task is to apply for your free AWS Academy account. Follow the instruction in
Section 1. The AWS academy account allows you to work on the creation of AWS EC2
instances for the exercises of this specialization. However, it restricts the usage of AWS service
only in us-east-1 (North Virginia) region. Note that the coursera cs5910a_im1 image is only
available on N. Virginia region.

Warning: Note that with your free AWS Academy account, you need to use your $100 free
credit wisely. Make sure to stop your instances after your session and stop your lab asap.
Developing good public cloud hygiene habit is important.

In this project, you will learn how to set up a default project web page. You will learn how

to restrict access to services of the instance only to you at home by specifying the sources IP
address of the firewall rules using the Security Group Interface of the instance. You will also

learn how use SSH command with the private key to access the AWS Linux instance without
providing login or password.

1. Create AWS Account
1.1 Create free AWS Academy Account with Basic Support.

For this specialization and certificate, I have worked with AWS Academy to provide an AWS
Academy Student Account with $100 free credit for you to conduct the exercises in this
specialization. You will not need to show your credit card for the accessing this AWS Academy
account. I will need you to email cchow@uccs.edu with subject titled “request AWS Academy
account for xxxxxx Coursera course” and include the browser image or the official email from
Coursera which proves your enrollment of our Coursera courses. Make sure you indicate clearly
the registered email address, which I should use as Username for you to access the AWS
Academy portal.

When I added you to the AWS Academy Learner Lab, you will receive an email similar to the
one below:



Course Invitation

( . s |
@ AWS <notifications@instructure.com> < (—)‘ R . ~ .

To je Tue 12/28
@ If there are problems with how this message is displayed, click here to view it in a web browser.

You've been invited to participate in a class at AWS Academy . The class is called AWS
Academy Learner Lab - Foundation Services [12248)]. Course role: Student

Click “Get Start” to
register in Canvas

You'll need to register with Canvas before you can parti

Name: Jen
Email: en
Username: none

e in the class.

Get Started

7% CANVAS

Figure 1. Get Started to register in Canvas Learning Management System.

Click the “Get Started” button. You will be directed to a web site with url similar to

https://awsacademy.instructure.com/courses/12xxx8?invitation=tuuJ6s3gcaYt92sxycafaX XX
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Welcome Aboard!

In order to finish signing you up for the course A

Services [12248], we'll need a little more informa Enter password fOl' yOUl' AWS Academy
oo A student account.

Password:

Check the two options to confirm your
acknowledgement.
Ehammmmigs o Click “Register” button at the end to

' finish the sign up process.

Time Zone: UTC (+00:00)

You mayg £
time & 6
£s your information as deschioed "
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Figure 2. Specify your password for the AWS Academy account.

Enter the password for your AWS Academy student account. Check the two options to confirm
your acknowledgement. Click “Register” button at the end to finish the sign-up process.

Follow the above steps to register with Canvas, which is a Learning Management System (LMS)
for AWS Academy.

Note that with your AWS Academy account, you will not be asked for credit card and set up a
regular AWS account with billing. Your access will go through AWS Academy web site and
then through vocareum.com 3™ party web site to access free AWS services. Please do not go
directly to https://aws.com/ then click the management console on the right side. In that case you
will be asked to setup regular account with your credit card.

Here are the six steps where you can access the AWS Management Console with free credits for
creating AWS EC2 instance to be used for our class projects:

1. Login to your AWS Academy account. https://www.awsacademy.com/SiteLogin

2. Click “Modules”




3. Click “Learner Lab — Foundational Services”

< C 08 d com/courses/12248/modules
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# | Learner Lab - Student Guide.pdf
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Calendar & Learner Lab - Foundational Services

% End of Course Feedback Survey

Figure 3. Select Learner Lab — Foundational Services Module

4. Click “Start Lab”. Watch the circle status icon to the right of AWS change from red to
yellow to green (ready). Click AWS when its right icon turns green. It will take 2-3
minutes to setup a working session on AWS through the vocareum.com interface.
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Figure 4. Start AWS Lab.

to green (ready)
3. Click AWS when icon turns green. er La b




5. Click AWS to start AWS management control for using the ec2 service and creating
instance. Watch for used credits and the session countdown time.
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Figure 5. Click AWS when the dot turns green. Watch statistics of your account.

Calendar

6. You are now accessing AWS services through an account under vocstartsoft with an ID
and your email. It also shows that you are accessing the default and only region, N.
Virginia. Select EC2 AWS service.
& © O B https://console.aws.amazon.com/console/home?region=us-east-1# > o

-3) Import bookmarks... ‘. Getting Started [ cs691 [ retirement
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Figure 6. Click EC2 to access its dashboard interface.



2. Create AMI instance and Install LAMP for CS5910 exercises.

2.1 Create an Amazon Linux 2 instance from coursera_cs5910a_im1

Once setup an AWS account, use the AWS management console

to create an AWS EC2 instance. Click on EC2 service. Note that for those with AWS Academy
account (shown in the interface below as voclabs account), you region will be automatically set
to N. Virginia and you will not be able to use services outsides of that region.

Then pull down the “Launch instance” menu and choose “Launch instance” menu item.

aws Services | Q. Search for sen atures, blogs, di [O s1 B AN ® N. Virginia ¥ voclabs/user2049002=Test_Student @ 8842-1950-8895 ¥

@ Resource Groups & Tag Editor

@ New EC2 Experience X
Tell us what you think Resources EC2 Global view [4 H C H & I

EC2 Dashboard

EC2 Global View You are using the following Amazon EC2 resources in the US East (N. Virginia) Region:
Events . i .

Instances (running) 2 Dedicated Hosts 0 Elastic IPs 0
Tags
Limits Instances 2 Key pairs 4 Load balancers 0

¥ Instances Placement groups 0  Security groups 3 Snapshots 0

Instances n

Volumes 2

Instance Types

Launch Templates
@ Easily size, configure, and deploy Microsoft SQL Server Always On availability groups on AWS using the X

Spot Requests AWS Launch Wizard for SQL Server. Learn more

Savings Plans

Reserved Instances

Dedicated Hosts Launch instance Service health

To get started, launch an Amazon EC2 instance, which is a
virtual server in the cloud. ’ C I I AWS Health Dashboard [£ ‘

Scheduled Instances

Capacity Reservations

¥ Images Launch instance 4 " . ”
_— Pull down the “Launch instance” menu
AMIs e “ ; » ;
. Choose “Launch instance” menu item
AMI Catalog

Note: Your instances will launch in the US East (N. Virginid

4

Elastic Block Store
Region

Volumes »
Zones
Snapshots new
Lifecycle Manager Scheduled events Zone name Zone ID
¥ Network & Security us-east-1a usel-az6

Figure 7. Select “Launch instances” menuitem.

We will then be asked to enter different parameters and specification of EC2 instance you like to
clone in the next dialog window. The parameters are organized in different sections in the next
interface.
1. Name and tags section.
Enter “<your login> awsac_cs5910 i1” for the value of Name tag associated with the
instance. Here replace <yourlogin> with the login part of your email address. I will enter
cchow _awsac ¢s5910 il. The naming includes the class name cs5910 and il for instance
#1. This will help you distinguish different instances for different classes on the EC2
dashboard control panel. Note that the name tag values will be associated with the
instances and show up the first column in the instance list.
2. Application and OS images Section.
Enter “coursera” in the query box to search for the coursera cs5910a_iml image in a



shortlist.

aws 5% Services Q

@& Resource Groups & Tag Editor

EC2 > Instances > Launch an instance

Launch an instance i

Amazon EC2 allows you to create virtual machines, or instances, that run on the AWS Cloud. Quickly get started by

following the simple steps below.

Name and tags info

Name

jpan_awsac_cs5910_i1 Add additional tags

v Application and OS Images achine Image

An AMl is a template that contains
required to launch your instance. S

1. Enter “<login>_awsac_cs5910_i1" as
Name tag value. Replace <login> with
Q. coursera L the | . . . .
o e login in your email. Here | just jpan
2. Enter coursera to search for the
Quick Start image | created for you.

Amazon Ubuntu Windows Red Hat SUSE Linu ()
Linux
> Browse more AMIs
\awsj ubuntu® || B2 Microsoft || @ RedHat cwe Including AMIs from
SUSE AWS, Marketplace and
the Community

Amazon Machine Image (AMI)

Amazon Linux 2 AMI (HVM) - Kernel 5.10, SSD Volume Type Free tier eligible
ami-090fa75af13c156b4 (64-bit (x86)) / ami-020ef1e2f6c2cc6d6 (64-bit (Arm))
Virtualization: hvm  ENA enabled: true  Root device type: ebs

Figure 8. Specify the name of instance and search for image with prefix coursera.

The list of all public community images will show up. Select coursera cs5910a im1.
It includes LAMP servers, GnuPG 2.3.7, and software development tools.



Services | Q Search fi locs, ¢ ! 2] L ® N. Virginia ¥ voclabs/user2071854=Jen_Chow @ 7359-1764-4

@ Resource Groups & Tag Editor

Choose an Amazon Machine Image (AMI)

An AMI is a template that contains the software configuration (operating system, application server, and applications)
required to launch your instance. You can select an AMI provided by AWS, our user community, or the AWS Marketplace; or
you can select one of your own AMIs.

Q_ coursera X IZI

Quickstart AMIs (0) My AMis (0) AWS Marketplace AMIs (0) Community AMiIs (5)
Commonly used AMIs Created by me AWS & trusted third-party AMIs Published by anyane

Select coursera_cs5910a_im1
It includes LAMP servers,

Refine results CorEere Bl Slntiteed) GnuPG 2.3.7, and software
development tools.

Community AMIs
Clear all filters Community AMIs contain all AMIs that are public, there' jre a e can publish a will show in thi

catalog. This catalog can also contain paid products. W ien using community AMiIs it actice to ensure you
know and trust the publisher before launching an AM

¥ Operating system

¥ Linux/Unix Coursera-C5691-UbuntuHashc:
ami-0cbd01db84c4f7343
All LanX/PnIX ubuntus [Copied ami-0b616d926a9f25¢ 2 from us-east-2] Coursera-CS691-
Amazon Linux UbuntuHashcat
CenfOS Platform: Ubuntu Architecture: x05_64 Owner: 664170878440 Publish date: 2018-08-18
Debian Root device type: ebs Virtualization: hvm ENA enabled: Yes
Fedora
Gentoo coursera_cs5910a_im1 /
mac0S ami-03d186f10f41ef125
openSUSE aws image from an instance with installed development tool from "sudo yum
Other Linux > groupinstall 'Development Tools™ and gnupg 2.3.7. It can be cloned for m
Red Hat projectic.
SUSE Linux Platform: Other LinuxArchitecture: x86_64 Owner: 884219508895 Publish date: 2022-08-04
Ubuntu Root device type: ebs Virtualization: hvm ENA enabled: Yes
¥ Windows Coursera_CS691_AMI2_2
All Windows aws ami-00c8f04b7d1f7c3f6
> [Copied ami-06187bfe658130f2f from us-east-2] Coursera_CS691_AMI2_2
¥ Publish date range Platform: Other LinuxArchitecture: x86_64 Owner: 664170878440 Publish date: 2021-01-28

Root device type: ebs Virtualization: hvm ENA enabled: Yes

Chmct dain

Figure 9. Choose coursera cs5910a_iml image to clone.

Next scroll down this window and choose
3. Instance Type Section.
Choose t2.micro as instance type so that we got charged less.
4. Key pair (login) Section.
This deals with critical SSH secure access to the instance.
Click “Create new key pair”.



N. Virginia v voclabs/user2049002=Test_Student @ 8842-1950-8895 ¥

aws i sevies | Q & 4 O

@ Resource Groups & Tag Editor

v Instance type info

Instance type

t2.micro Free tier eligible
Family:t2 1 vCPO RM
On-Demand Linux pricing: 0.0116 U8
On-Demand Windows pricing: 0.0162 USD per HO

v Compare instance types

1. Choose t2.micro default instance type
2. Click “Create new key pair”

v Key pair (login) info
You can use a key pair to securely connect to your instance. Ensure that you have access to ti
instance.

Key pair name - required
Select v C | Create new key pair

Figure 10. Choose to create new key pair.
Enter “<yourlogin> awsac cs5910 pkey” as Key pair name. Choose default RSA key pair type
and .pem key file format if you are using OpenSSH type to connect to the instance. If you use
PuTTY as terminal app to access your instance, you should pick .ppk file format for your key.
I enter “jpan_awsac cs5910 pkey” for my key pair name in the following popup window
assume jpan is the login part of my email address. When click the “Create key pair” button, the
filename jpan_awsac cs5910 pkey.pem will be used to save the private key content of the public

key pair.

Create key pair

Key pairs allow you to connect to your instance securely.

Enter the name of the key pair below. When prompted, store the private key in a secure
and accessible location on your computer. You will need it later to connect to your

instance. Learn more Z

1. Enter

jpan_awsac_cs5910_pkey| “<|09 | n>_awsac_0359 1 0_
The name can include upto 255 ASCII cfT8 pkey” as key pa|r name.
2. Choose RSA for key

Key pair name

Key pair type/ pair type
O RSA :
RSA encry}ed private and public key paijr 3- Choose .pem ﬁle format
ED25519 "‘0 for ssh app on Mac,
ED25519 encrypted priva public key A
“‘0“ Wmdpwi Powershell. ,
Private ke,ﬁg.%at 4. Click “Create key pair

O .pem
For use with OpenSSH

.ppk
For use with PuTTY

Cancel Create key pair

Figure 11. Specify Key pair name and the Key pair type.



The private key file of the public key pair will be automatically generated and downloaded to
your local client. On mac it will be saved in the Download folde.

I"Try to save and back it up to a safe place. Since it is not encrypted, you may want to encrypt it.
This is critical. The AWS will not offer another chance to download this private key.!!!

Note that the related public key of this public key pair will be saved in the /home/ec2-
user/.ssh/authorized keys file for future verification. The above private key will be used to
encrypt a security token to be sent to the instance for verification. The security token will be
decrypted with the public key using the RSA algorithm as one of the inputs during the
verification.

| < C O B &= https://us-east-1.console.aws.amazon.com/ec2/v2/home?region=us-east-T#Launchinstances b L
®
ot

-3) Import bookmarks... @ Getting Started [ c:
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(]
pen File

L]
Ope: . Y ) P Q
get’ .
- snagil-z.dm% ) ] c
& raile | ]

perememmn  The private key file will be generated Py .
and downloaded to your browser. W o ol downloads
Launch an instance e GLESUE RN RFIE0).¢

aws i services | Q

@) Resource Groups & Tag Editor

EC2

Instances

Amnman EFD allaue viais $a conntba sicbial machinar arlnctancan shat cin an tha AWIC Fland Aulcblis mnt cbacbadbee | Kumhar o & inetancae Infa

T Flgﬁrel 2. Downloaded prnn/atekeym the local client.
5. Network settings Section.

This deals with network and firewall (security group) settings.

Here we will pick the defaults, choose to Create security group, select Allow SSH, HTTPS, and
HTTP traffic by checking the boxes to their right. Then click Edit button on the upper right to
restrict incoming traffic to SSH, HTTPS, and HTTP ports only from your local client. We use an
option provided called MyIP. It is our local client machine public IP address. AWS EC2 will
automatically set it based on the source IP address in the packets received from you. We do not
want hackers to access our servers when they are not yet patched.

Later on after we finish the system update and install all security patches, we can open up by
adding additional subnets or IP address which are allowed to come in. It is also possible that our
client IP address has been changed because we move to a different subnets (says from home to
school) or our ISP somehow reassigned new public IP address for our home network, then we
need to follow the steps in Section 3.3 Pages 41-43 to reset the My IP value.
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v Network settings Get guidance

Network Info
vpc-02e6415f81d806ae0

1. Check Allow SSH traffic.

2. Check Allow HTTPs traffic from
Auto-assign public IP Info * < the Internet. .
Enable .0 .0 3. Check Allow HTTP traffic from
Firewall (security groups) ‘. “ v the h:]terne!:. P .
A security group is a set off‘m‘alll rulewgc con‘She tra 4 CI|Ck Edlt to reStnCt |nC0m|ng
o o o traffic to SSH, HTTPS, and HTTP

o Createswﬁtygro .0““ ‘ Ok ports only from your local client.

v o
Wwe'll g‘tt a nevw&uri‘tmroup called 'launch-wizard-2' with the following rules:
L v

v
Allow tr?‘from
Hal, s&u cv ct to your instance
v

allw’TTPs traffic from the internet

Subnet Info |
No preference (Default subnet in any availaulﬁl Z

*

Anywhere
0.0.0.0/0

t up an endpoint, for example when creating a web server

Allow HTTP traffic from the internet
To set up an endpoint, for example when creating a web server

/A Rules with source of 0.0.0.0/0 allow all IP addresses to access your instance. We recommend setting X
security group rules to allow access from known IP addresses only.

Figure 13a. Select Edit network settings parameters.
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v Network settings Get guidance
VPC - required Info

vpc-02e6415f81d806ae0 (default) C

172.31.0.0/16

Subnet Info

v J C Create new subnet
(]
v

No preference

Auto-assign public IP Info

Firewall (security groups) Info
A security group is a set of firewall rules that control the traffic for your instance. Add rules to allow specific traffic to reach your

Enable
In each of SSH, HTTPS, HTTP inbound

Security group name - required

instance.
O Create security group
security group rules,
Pull down the sour the info menu and
select “My IP”. It automatically compute

launch-wizard-2

This security group will be added to all net:
255 characters. Valid characters: a-z, A-Z, 0.

my client IP to be 114.46.142.14/32

Description - required Info

launch-wizard-2 created 202

Inbound security groupsaes

v Security group 'g 1(TCH
Protocol Info

&
Type Info ..
ssh 4 > TCP
Y g
Source t ] [ Source Info ] : : Description - optional Info
My IP .' t Q_ Add CIDR, pr@st orggcurity gy | eqg. SSH for admin desktop ‘
8 N 5} ]
N s 114.46.142.14/32 X | @ )
L ¢ &
n & &
v Security gr“p rule 2 TCP, 443, 114.46.142.14/32) : :
o
" & &
Type Info ) . Protocol Info 9 . Port range Info
HTTes @ A v & g s
L ] < J
o ™ ~ (-] i .
Source v Info » Source Info J & Description - optional Info

My IP N v ‘ Q Add C/DWX list oMecurity e.g. SSH for admin desktop ‘
[] g
. 114.46.142.14/32 X |@
] g
g

1
™ emove

Port range Info

v Security grou:rule 3 (TCP, 80, 114.46.142.14/32)
80

]

Protocol Info [ ]
J

9

g

o
Type Info [’}
HTTP o v ‘ TCP
o
o - .
Source type I'o Source Info [} Description - optional Info
v ‘ Q Add CIDR, ;*list or securit) e.g. SSH for admin desktop
A4 Ar AAn AaalTA I

My IP

Figure 13b. Set Source type to My IP for SSH, HTTPS, and HTTP
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5. Configure storage Section.
Choose the defaults. No changes.
6. Scroll down and click “Launch instance” button to conclude the instance setting.

v Configure storage info Advanced
I1x | 8 < ‘ GiB ‘ gp2 ¥ | Root volume
@ Free tier eligible customers can get up to 30 GB of EBS General Purpose (SSD) or Magnetic storage X

Add new volume

0 x File systems Edit

» Advanced details info

v Summary

Number of instances Info

1

A
v

Click here to clone and

Software Image (AMI)

Amazon Linux 2 Kernel 5.10 AMI...read more
ami-0cff7528ff583bf9a

Virtual server type (instance type)

t2.micro

Firewall (security group)

New security group

Storage (volumes)

. launch the instance.
1 volume(s) - 8 GiB

@ Free tier: In your first year includes 750 hours of t2.micro (or t3.micro in the Regions in which t2.micro
instance usage on free tier AMIs per month, 30 GiB of EBS storage, 2 million 10s, 1 GB of snapshots, and 1€
bandwidth to the internet.

Figure 14. Click “Launch instance”.

Soon you will see the web page indicating your instance is successfully initiated. We will click
“View all instances” button to see the EC2 dashboard with all your instances.
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aws i35 Services Q Search for services 1ture [Option+S] PN (©) N. Virgini v voclabs/user2049002=Test_Student @ 8842-1950-8 v

@ Resource Groups & Tag Editor

® You've been opted into the new launch experience. Find out more about this experience or Opt out to the old experience X

send us feedback. You can still return to the previous version by opting-out.

EC2 Instances Launch an instance

@ Success
Successfully initiated launch of instance (i-028ecf8236faebe3d)

» Launch log

I Next Steps

Get notified of estimated charges

Create billing alerts to get an email notification when estimated charges on your AWS bill exceed an amount you define (for
example, if you exceed the free usage tier)

How to connect to your instance
Your instance is launching and it might be a few minutes until it is in the running state, when it will be ready for you to use

Click View Instances to monitor your instance's status. Once your instance is in the 'running' state, you can connect to it from the
Instances screen. Find out how to connect to your instance

Click View all instance!

View more resources to get you started

View all instances

Figure 15. View instance just created.
If you can not find the instance with the name <yourlogin> awsac cs5910 il, you can search

for the last one in the list and verify its AMI name, Launch time, keypair name to be sure. Then
you can click on the Name column to enter the instance name.
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Services | Q N. Virginia ¥ voclabs/user2071854=Jen_Chow @ 7359-1764-4201 ¥

@ Resource Groups & Tag Editor

@© New EC2 Experience o Instances (1/1) info

Tell us what you think

Connect H Instance state ¥ || Actions ¥ In

EC2 Dashboard
EC2 Global View

Q sea

<1 @

[ cearfitters

Events Name v Instance ID Instance state v Instance type ¥ Status check Alarm status Availability Zone v
Tags jpan_awsac_cs5910_i1 i-0aec698b42c6adeel ©@Running @R t2.micro © 2/2 checks passed Noalarms =+ us-east-1a
Limits

¥ Instances

Instances New

Instance Types

Launch Templates
Spot Requests

Savings Plans

Reserved Instances new
Dedicated Hosts
Scheduled Instances

Capacity Reservations

Instance

Details Security

¥ Instance summary Info

Instance ID

i-0aec698b42c6adee (jpan_awsac_cs5910_i1)

IPv6 address

Hostname type

0aec698b42c6adee (jpan_awsac_cs!

Networking

1. Look for the name of your instance.

2. Click the check box in the first column

3. Verify the Launch time, key pair name, and
AMI location, in case if you hafe multiple
instances

Storage Status checks Monitoril

Public IPv4 address
54.85.96.25 | open address

Instance state Y Pub
@ Running Y e(Z-SAj\g-%-Z5.(ompute-14amazonaws.(om | open

® address [

Private IP DNS name (IPv4 only)

¥ Images . . .
IP name: ip-172-31-92-135.ec2.internal ip-172-31-92-135.ec2.internal
AMIs nNew
Answer private resource DNS name Instance type
AMI Catalog _ t2.micro
¥ Elastic Block Store Auto-assigned IP address VPCID & Aws Bympute Optimizer finding
Volumes new 54.85.96.25 [Public IP] Vpc-02e6415f81d806ae0 [?" J/ ® Optyg to AWS Compute Optimizer for recommendation
" ® s. ®
Snapshots New N ® | Learn mdke @
Lifecycle Manager new L & [
1AM Role Subnet ID L 9 Auto Scaling®roup name
v Network & Security - subne:-032dc28e9c§1 9ee3 (2 0 - "
y 9
Security Groups ¥ Instance details Info ) .
Elastic IPs Platform AMIID [ ] v Monitoring L )
B . 9 :
Placement Groups Linux/UNIX (Inferred) ami-03d186f18k41ef125 N disabled l‘
. 9
Key Pairs Platform details AMI name ) Termination protectio®
Network Interfaces Linux/UNIX course JI Disabled .
Stop protection Launch time' v AMI location

<

Load Balancing
Load Balancers

Target Groups wew

Auto Scaling
Launch Configurations

Auto Scaling Groups

Disabled

Instance auto-recovery
Default

AMI Launch index
0

Credit specification
standard

Figure 16.
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Find the instance and check its detailed info.
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Figure 17. Edit name if needed.

2.2 Start and stop the instance.

When only the check box of one instance is checked, we can observe the public IPv4 address
assigned to the instance in the current session. For example, in the dialog below, my
jpan_awsac cs5910 il instance is assigned with 54.85.96.25 public IP address.
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¥ Images
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F igufe 18. Find the instance and its assigﬁed public IP address
Critical fact: | can use SSH terminal app to access my instance with this public IP. However this

public IP address will be reassigned to other AWS instance, once we stop the instance. This is
due to the lack of IPv4 addresses and the need to share precious addresses allocated to AWS.
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We will use “Elastic IP address” AWS provides to associate an public IP address with our
instance.

2.2.1. Stop an instance.

Select the instance. Then choose the “Stop instance” menuitem in the “Instance state” menu.
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PR IR I 2. Choose “Stop instance” menu item in the
E— “Instance state” pull down menu.

Instance Types
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Savings Plans
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Figure 19. Stop an instance.

The instance’s state (4" column) will change from Running to Stopping, then to Stopped.
Note that the public IPv4 address disappear (being put back to a pool for other instances).
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Figure 20. Dynamically assigned public IP address will be released.

Very unlikely the same public IP address will be assigned if we resume the instance operation.
We will see in the next section.
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2.2.2. Resume (start) a stopped instance

By selecting the instance and choosing the Start instance menuitem in the Instance state menu,
we can start or resume the operation of an instance. The Instance state will change from Stopped
to Pending, then to Running.

aws 238 Services Q  Search fo. s, features, blogs, docs, ¢ [Option+S] (2] L ® N. Virginia v voclabs/user2049002=Test_Student @ 8842-1950-8895 ¥
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Figure 21. Resume your instance.

When it changed to Running state, we see a new public [Pv4 address 34.226.141.236 is now
assigned to our instance. It is different from the 54.161.194.27 that was assigned before.
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Figure 22. new assigned public IP address will be associated with the instance.

We now need to use this new IP address to connect to the instance.This is OK if the instance is
only used as a client machine. It is troublesome if we need a “permanent” or static IP address to
associate with our instance so that it can be served like a server.

With limited IPv4 addresses, AWS provides the Elastic IP address. It is like a static IP address
associated with the instance. But if you are not running the instance, you will be charged for the
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period you are not fully utilized this public IP address. Very unusual pricing scheme. Let us see
next how to associate an Elastic IP address with our instance.

2.3. Associate Elastic IP Address with the Instance

To save IP address space, AWS will reclaim the public IP address of the instance once it is
“stopped” or “suspended”. Next time when we restart or resume the instance, AWS will assign a
new public IP address for the instance. This often confuses the new users since they forget to
check the new public IP public IP address in the detailed info panel for the instance. They
thought the instance is not reachable for some other reasons.

To avoid such an inconvenience, AWS provides “Elastic [P Address” to be associated with the
instance so that when the instance is resumed, it will have the same Elastic IP Address for
accessing the instance. Note that when you are not using an instance with Elastic IP address (not
intuitive), you will incur some charge, but normally it is much less than the suspension of the
instance for a long period of time.

Follow the steps below to request an Elastic IP address and associate with the instance we just
cloned:

2.3.1. Request An Elastic IP address.

Select Elastic IPs menu-item on the left panel of AWS EC2 dashboard. Click “Allocate Elastic
IP address.

?LV\Lé 2% Services (o} L ® N. Virginia ¥ voclabs/user1761385=Test_Student @ 1333-5622-5040 v

Snapshots new Elastic IP addresses ‘ C ‘ ’ Actions ¥ | Allocate Elastic IP address
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Load Balancers

Target Groups nNew 1. Se|eCt E|aStIC IPS menU|tem
2. Click “Allocate Elastic IP address”

¥ Auto Scaling
Launch Configurations

Auto Scaling Groups

Feedback English (US) v Privacy Terms Cookie preferences

© 2021, Amazon Web Services, Inc. or its affiliates.

Figure 23. Request an Elastic IP address.
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2.3.2. Confirm its allocation by clicking on the Allocate button on the lower right.
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Global static IP addresses

AWS Global Accelerator can provide global static IP addresses that are announced worldwide using anycast from AWS edge locations. This
can help improve the availability and latency for your user traffic by using the Amazon global network. Learn more[

Create accelerator [F
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Atag is a label that you assign to an AWS resource. Each tag consists of a key and an optional value. You can use tags to search and filter
your resources or track your AWS costs.

No tags associated with the resource.

Click Allocate
To confirm the allocation request.

You can add up to 50 more tag

Feedback  En cy Terms  Cookie preferences

021, Amazon Web Services, Inc. or its affiliates.

Figure 24. Confirm the allocation of Elastic IP address
2.3.3. Associate Elastic IP with instance.

Select the Elastic IP address just allocated. Click the “Associate this Elastic IP address” button or
select that in the drop down “Actions” menu
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Figure 25. Associate IP address with an instance.
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Figure 26. Select the instance to be associated with the current Elastic IP address.
2.2.4. Verify the instance is now assigned with the Elastic IP address.

Select the instance. The public IPv4 address now shows the associated Elastic IP address. You
may have to refresh the info. Note that no matter whether the instance is running or stopped. The
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Figure 27. Verify the Elastic IP address just associated with the instance.

3. Access your AMI instance.

3.1 For mac or Linux users,
You can use ssh command in the directory containing your instance’s private key.

ssh —i <privateKey>.pem ec2-user@<InstancePublicIPAddress>

Here <privateKey>.pem is the keypair name in the last prompt window of the instance
creation process;

<InstancePublicIPAddress> is the instance public IP address showing in the previous
diagram of the instance’s info window;

-1 indicates to the ssh client command we are using the specific private key file for
accessing the server.

Here the parameter right after -i option is the private key file name. Make sure the file access
mode need to be change to 400 or r only by the owner, i.e., can only be accessed by you. You
can use “chmod go-r <login> awsac_cs5910a_key.pem” to remove group and other user access to your
private key file. Without such change, the ssh will refuse to make connection. SSH client follows
the new standard for security practice implementation.

Note that this SSH client command try to access the home directory of a user called “ec2-user”
on a server or instance running SSH server daemon. Inthe AWS Amazon Linux 2 image, there

is only one user ec2-user created as the first user. As a first user, ec2-user can use “sudo”
precedes any privileged command to run typical system configuration operations like a root user.

Here is a session example with my related login info:
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[)

cchow@MacBook-Pro privateKey % ssh -i cchow awsac c¢s5910 pkey.pem ec2-
user@54.91.251.44

The authenticity of host '54.91.251.44 (54.91.251.44)' can't be established.
ED25519 key fingerprint is

SHA256:HmSpui 0LrKnrH/3SV700+hZAbVsJI8LwWH+gFM/L6v90.

This key is not known by any other names

Are you sure you want to continue connecting (yes/no/[fingerprint])? yes
Warning: Permanently added '54.91.251.44' (ED25519) to the list of known
hosts.

cerejerciercieicieiclcieicieicieieiereiercierciercierclcieicielclelcleiciercierciercyercyercl el chel cler cle clelcle

@ WARNING: UNPROTECTED PRIVATE KEY FILE! @
cerejerciercieicieiclcieicieicieieiereiereiercierciercleieicielclelcleiciercierciercyercyercl chelchelclel cle clelcle

Permissions 0644 for 'cchow awsac c¢cs5910 pkey.pem' are too open.

It is required that your private key files are NOT accessible by others.

This private key will be ignored.

Load key "cchow awsac cs5910 pkey.pem": bad permissions
ec2-user@54.91.251.44: Permission denied (publickey,gssapi-keyex,gssapi-with-
mic) .

cchow@MacBook-Pro privateKe
cchow@MacBook-Pro privateKe
user@54.91.251.44

y % chmod 400 cchow awsac c¢cs5910 pkey.pem

y % ssh -i cchow awsac c¢s5910 pkey.pem ec2-
| | )

| ( / Amazon Linux 2 AMI

I\ | |

https://aws.amazon.com/amazon-linux—-2/

12 package(s) needed for security, out of 22 available
Run "sudo yum update" to apply all updates.
[ec2-user@ip-172-31-92-135 ~]$ sudo yum update
[ec2-user@ip-172-31-92-135 ~]$ sudo yum install nmap
[ec2-user@ip-172-31-92-135 ~]$ sudo nmap localhost

Starting Nmap 6.40 ( http://nmap.org ) at 2022-08-12 07:19 UTC
Nmap scan report for localhost (127.0.0.1)
Host is up (0.0000040s latency).

Not shown: 994 closed ports

PORT STATE SERVICE

22/tcp open ssh

25/tcp open smtp

80/tcp open http

111/tcp open rpcbind

443/tcp open https

3306/tcp open mysqgl

Nmap done: 1 IP address (1 host up) scanned in 0.08 seconds
[ec2-user@ip-172-31-92-135 ~]$ mysgl -u root -pcs00net
Welcome to the MariaDB monitor. Commands end with ; or \g.
Your MariaDB connection id is 46

Server version: 10.2.38-MariaDB MariaDB Server

Copyright (c) 2000, 2018, Oracle, MariaDB Corporation Ab and others.

Type 'help;' or '\h' for help. Type '\c' to clear the current input
statement.
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MariaDB [ (none) ]> "~DBye
[ec2-user@ip-172-31-92-135 ~]$

In the above session, the ssh command detects the private key file was not protected against theft
from local users and make sure that the user change its access rights to 400 before ssh can open
with the private key. It enforces this by changing the file access rights and making sure only the
owner can read the private key file content. Others or people in the owner’s group cannot access
or steal the private key. In a way this is the so called “Security by Design” paradigm. When
design a security application, we should follow such a paradigm.

The other common system practice we observed above is that the system automatically check on
the security patches that are available and remind the user to run “sudo yum update” to install the
critical security patches. Yum is the package manager installed for the Amazon Linux 2
instance. Make sure you run “sudo yum update” as soon as you login.

We install nmap command and run it with localhost to show the ssh, http, https, and mysql
(mariadb SQL Database server) servers are all running. You can also enter
https://<yourInstancelPAddress>/phpMyAdmin/ url where <yourInstanceIPAddress> needs to be
replaced with the public IP address of your instance. You can then type in root as username and
cs00net as password on the php web page with interface to the database server. It is a proof that
your LAMP server package on your instance is working.

3.2 Access Amazon Linux 2 instance from Windows

The Windows users can use either PowerShell or Bitvise app to utilize the SSH access to the
instance. You can download the Bitvise SSH Client app installer and install Bitvise app. It is
available at https://www.bitvise.com/ssh-client-download. The current version # is 9.23. It
provides a nice SFTP GUI for drag and drop files between remote server and your local client.
It also does not require to go through the .pem to .ppk file conversion which is required by
PuTTY app.

3.2.1 Using PowerShell to access your Amazon Linux 2 instance

Start PowerShell by typing “powershell” in Windows search box and click the Windows
PowerShell app that shows up.
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Figure 28. Start Powershell on Windows.

Find out where is the location of your downloaded private key. In my case, it is
C:\Users\csnet\Downloads\cchow awsac cs5910 pkey.pem
We will use this filepath as the value for the -1 option in ssh and scp command.

In PowerShell, we can use the ssh command for establishing a terminal session with our instance
and use the scp command for copy files between the instance and the local client Windows
machine. This is similar to what we use on Mac in Section 3.1.

Once the Windows PowerShell shows up, type the following command to establish a ssh session
with your instance.

ssh -1 C:\Users\csnet\Downloads\cchow awsac ¢s5910 pkey.pem ec2-user(@54.91.251.44
The following image shows a ssh session is established by the PowerShell. Now whatever the

command you type in after the [ec2-user-user@ip-172-31-88-234 ~]$ prompt becomes a Linux
shell command. Here it shows the execution of Is command.
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EN ec2-user@ip-172-31-88-234:~ - m} X

Windows PowerShell
opyright (C) Microsoft Corporation. All rights reserved.

ry the new cross-platform PowerShell https://aka.ms/pscoreb

PS C:\Users\csnet> ssh C:\Users\csnet\Downloads\cchow_awsac_cs5910_pkey.pem ec2-user@54.91.251.44
ast login: Tue Jul 26 ©9:23:30 2022 from 128.198.50.251

Y B |
( / Amazon Linux 2 AMI

——

ttps://aws.amazon.com/amazon-1linux-2/
[ec2-user@ip-172-31-88-234 ~]$ 1s
orWinSetup.txt
[ec2-user@ip-172-31-88-234 ~]1% _

Figure 29. ssh command to create a session on our instance.
You hit control-D to logout from the ssh terminal session.

The scp command allows you to copy files between your instance and the local Windows client.
It has the syntax of

scp -1 <privatekey filepath> src dst

where src is the source of the document(s) to be copied from.
dst is the source of the documents(s) to be copied to.
<privatekey filepath> specifies the private key related to the instance.

Note that either src or dst can be a local Windows filepath or a remote instance filepath.
The remote instance filepath has the format of
<login>@<instance]P/DNSname>:<remoteFilepath>

in our case the first part before : is ec2-user@54.91.251.44

the second part after : is whatever the local file path on the instance.

The following command copies a test.txt file in your local Windows client current directory to
/home/ec2-user/ of an instance with IP address 54.91.251.44. Here . denotes the home directory
of the ec2-user, i.e., /home/ec2-user/ is the destination directory to receive test.txt.

PS C:\Users\csnet> scp -1 C:\Users\csnet\Downloads\cchow awsac ¢s5910 pkey.pem test.txt
ec2-user@54.91.251.44:.

The following command copies a remote file test2.html in the home directory of ec2-user on the
instance with 54.91.251.44 as public IP address to the current Windows directory.

PS C:\Users\csnet> scp -1 C:\Users\csnet\Downloads\cchow awsac ¢s5910 pkey.pem ec2-
user@>54.91.251.44:test2.html .
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E¥ Windows PowerShell - O X

Windows PowerShell
opyright (C) Microsoft Corporation. All rights reserved.

ry the new cross-platform PowerShell https://aka.ms/pscore6

PS C:\Users\csnet> echo > test.txt
:\Users\csnet> scp C:\Users\csnet\Downloads\cchow_awsac_cs5910_pkey.pem test.txt ec2-user@54.91.251.44:.
est.txt l1eex 22 0.5KB/s 00:00
:\Users\csnet> scp C:\Users\csnet\Downloads\cchow_awsac_cs5910_pkey.pem ec2-user@54.91.251.44:test2.html
est2.html 1e0% 20 ©.5KB/s 00:00
PS C:\Users\csnet> ls

Directory: C:\Users\csnet

LastWriteTime Length Name

.android
.AndroidStudio3.0
.gradle
.ssh
3D Objects
Contacts
cs491
Desktop
Documents
Downloads
Favorites
Links
Music
OneDrive
Pictures
Saved Games
Searches
Videos

22 test.txt

20 test2.html

11/30/2017
11/30/2017
11/3@/2017
7/26/2022
4/5/2022
4/5/2022
8/9/2020
4/5/2022
4/5/2022
7/26/2022
4/5/2022
4/5/2022
4/5/2022
8/5/2021
4/5/2022
4/5/2022
4/5/2022
4/5/2022
7/26/2022
7/26/2022

PP ODOVOVONOVOVOVPODODWODONGOO W

:\Users\csnet>

Figure 30. use scp command on Powershell to copy data among machines.
Note that you can only run these two scp commands on your local Windows client. You can only
run similar scp command on your instance when you setup the sshd server on your local

Windows client to receive files.

Remember to run the four sudo commands and mysql command in page 24 on your instance as
soon as you login to your instance.

3.2.2 Install Bitvise SSH Client

After download and install the Bitvise app, you should see the following app installed on the
upper left corn or the desktop.

Step 1. First import the private key into the bitvise app using its Client key manager.
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& Bitvise SSH Client 9.23

Profile: courseraEC2.tlp

(@)

Server

- O X

Window behavior

Login  Options Terminal RDP  SFTP Services C25 S2C  SSH  Notes About

Authentication

Load profile

Host I 52.200.237.38 Username I ec2-user I

Obfuscation keyword

[E] Port [JEnable obfuscation Initial method Iptblidoey Vl
|

Save profile
::Is . Import private key
N | with Client key
Save profile as
D GSSﬁ(erberos key exchange m a nag e r
° Request delegation
”~
/| gssapi-keyex authentication
New profile
@ Proxy settings Host key manager Client key manager Help
Closeprofile  (7)15:53:26.696 Current date: 2022-07-24
@ 18:53:26.696 Bitvise SSH Client 9.23, a fully featured SSH dient for Windows.
Copyright (C) 2000-2022 by Bitvise Limited.
(1)18:53:26.696 Visit www.bitvise.com for latest information about our SSH software.
@ 18:53:26.696 Run 'BvSsh -help' to learn about supported command-line parameters.
@ 18:53:26.696 Cryptographic provider: Windows CNG (x86) with additions
()18:53:27.650 Version status: Unknown
The status of the currently installed version is unknown because there has not been a
recent, successful check for updates.
@ 18:53:27.781 Loading last used profile 'C:\Users\csnet\Desktop\coursera\courseraEC2. tp'.
@ 18:53:27.815 Last used profile loaded successfully.
@ 18:53:28.185 Automatic check for updates completed successfully.
} @ 18:53:28.185 Version status: Current

This is the latest release.

Figure 31. First import the private key into the Bitvise app using its Client key manager.

Step 2. Click Import button.
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2 Bitvise Client Key Management | Cryptographic provider: Windows CNG (x86) with additions - O X

Client Key Manager
You have the following SSH user authentication keys:

Location Algorithm Size  Pass... SHA-256 Fingerprint MDS5 Fingerprint Bubble Babble Comment
Client keys supported by the current crypto provider (1):

2048 no 2ujYLZmOW2s7544cds52C+42X1... a7:ef:ae:9e:21:56:... xenivromek-cvis-f...

Click Import to import the private key for the
instance, which we save in the last step of instance
creation process

Comment:
SHA-256 fingerprint:  zujYLZmOW 2s7544cls5ZC +42X 1UmZutR +gqzXASD+WQ
MD5 fingerprint: a7:efiae:9e:21:56:65:f3:5b: 77:e5: 5d:e6:8¢c:8e:9¢

Bubble-babble: xeniv-romek-civis-fevipreboz-beruv-rigec-gotog-hokym-pudoh-b

Generate New I [ Modify I { Remove ]

Tinport | St | [crang pastrase | [ vore ]

Figure 32. Click Import button to import the private key.

Step 3. Look for private key file.

Change the file type to all file (*.*) in order to reveal our private key in .pem file format. Note
that the Bitvise Keypair Files (*.bkp) type will not show the .pem file type which is used to
generate the private key during the last step of instance creation process.

{2 Select Client Key Import File X
— v . > ThisPC > Desktop > coursera v ) L Search coursera
Organize v New folder f= v [H o
~
i Name Date modified Type

s+ Quick access
4/5/2022 10:16 AM File folder

[ Desktop »
& Downloads  # To show the .pem files in this directory,
Documents we select the All Files (*.*) menu item in
ShhaRaRe  the file type menu. s
File name: . |Bitvise Keypair Files (*.bkp) V|
Bitvise Keypair Files (*.bkp)
PuTTY Private Key Files (*.
—

Figureg Change file type to All Files (*.*) to reveal our private key in .pem file format.

Step 4. Select our private key and Click Open.
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(25 Select Client Key Import File X

<« v A > ThisPC > Desktop > coursera > v 0 S Search coursera
Organize v New folder = v [H o
A Name Date modified Type Size

s+ Quick access

hari 4/5/2022 10:16 AM File folder
[ Desktop »

7/24/2022 6:44 PM PEM File 2KB
¥ Downloads # _] cchowtest_awsac_pkey.pem 12/30/2021 %:01 PM PEM File 2KB
Documents B cchowtest_awsac_pkey ( PuTTY Private Key ... 2KB
=) Pictures  # Y courseraEC2 Bitvise SSH Client ...

coursera

55910 1. Select private key file.

GedareBloom 2 CIle Open

harry v

File name: fcchow_awsac_cs3910_pkey.pem

Figure 34. Select private key in .pem file and click Open.
Note that in Figure 34, we use cchow_awsac cs5910 pkey.pem as an example.

Step 5. Import the private key
Once we click “open” on the selected .pem file, it will be converted to .ppk file format and show
in the following window with potential local. Normally it is saved in Location Profile 1. Here it
is saved in Location profile 2, due to previous saved private key.

Import Client Key X

Algorithm Size
|RSA | |2048 |

Client key is not passp| kase protected.

SHA-256 fingerprint
| ZVWR 1epZwubLrOV
MD5 fingerprint

The key is saved in
Profile 2.
Click Import

Figure 35. Save it in Profile Location key #2 by default and Click “Import”.
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{2 Bitvise Client Key Management | Cryptographic provider: Windows CNG (x86) with additions - O X

Client Key Manager

You have the following SSH user authentication keys:

Location Algorithm Size  Pass... SHA-256 Fingerprint MDS5 Fingerprint Bubble Babble Comment

Generate New Modify Remove

Export Change Passphrase More ¥

Figure 36. Client Key Manager display the imported Profile 2 key, our private key.

Step 6. Access the instance with Bitvise.

We need to specify the instance IP address, username, access method, the private key used for
accessing the instance.

1. Specify public IP address of the instance

Make sure you use the current elastic IP address of the instance. In my case it is
54.91.251.44
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& Bitvise SSH Client 9.23 - O X

Window behavior

Profile: courseraEC2.tlp (changed)

(©) Login  Options Terminal RDP  SFTP Services C25 S2C  SSH  Notes About
Server Authentication

Load profile Host 54.91,.251.44 _ Username | ec2-user _
| ."I Port [Jenable obfuscation Initial method|| | publickey

Obfuscation keyword

Save profile Client key Profile 1 v
Auto
..3\ Kerberos Passphrase locogic
'i N | ) |Profile 2
Save profile as Elevation

[JGss/Kerberos key exchange

1. Enter 54.91.251.44, the instance elastic IP
2. Enter ec2-user as Username.
Bl 4. Choose “publickey” as initial method.
3. Choose Profile 2 as the Client key, which we just
imported.

Then click “Log in”.

Figure 37. Bitvise profile setup.

2. Specify ec2-user as Username
Use “ec2-user”, not the “root” for accessing the AWS EC2 instance, since its sshd is

configured to be refusing root direct login and there is initially only this single “first”
user created.

3. Choose publickey as Initial method

Here we are telling the bitvise SSH client that in this SSH authentication protocol, the
SSH Server will use the public key saved in the /home/ec2-user/.ssh/authorized keys
file for verifying the security token generated by the SSH client where a known string
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is encrypted by the private key and the public key crypto algorithm.

4. Choose Profile key #2 saved in the Bitvise SSH Client as private key for this
authentication.

5. Click Log in

& Bitvise SSH Client 9.23 — O X

Profile: courseraEC2.tlp (changed)
login  Options Terminal RDP  SFTP Services C25 S2C  SSH  Notes About

(@)

Load profile

Save profile as

Window behavior

Server Authentication

Host fl 549125144 1 | Username || ec2userfl |
Port [22 | [JEnable obfuscation Initial method | | publickey

Obfuscation keyword Client ke Profile 1 -
Kerberos Passphrase Den o
| Profile 2
SPN I Elevation =

[C]Gss/Kerberos key exchange

1. Enter 54.91.251.44, the instance elastic IP

2. Enter ec2-user as Username.

4. Choose “publickey” as initial method.

3. Choose Profile 2 as the Client key, which we just
imported.

Then click “Log in”.

Figure 38. Specify parameters for accessing the SSH daemon on the instance server.
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Host Key Verification X !

New host key

Either the connection to this host is being established for the first time
or the host key has been removed from, or never saved to the database.

Please contact the server's administrator and verify the received key.
Accepting the host key without verification is not recommended.

Connecting to 54.91.251.44:22
Host key algorithm: ECDSA/nistp256, size: 256 bits.

SHA-256 Fingerprint:
LgSh8mHgTV7UhPDJaezvYpv 1bjzDoEcSDp2j8ub/qNk

MDS5 Fingerprint:
16:43:96:1b:b7:5¢:23:a5:32:93:9b:de:4d: 23:20:85

Bubble-Babble: ]
xohaz-femuz-hyvup-tonag-cubel-vokit-nadud-rovyn-ucyh-cyrav-hyxox

Accept and Save Accept for This Connection Cancel

Figure 39. Accept and Save the new host key.

Step 6a. Deal with Connection Error.
If you observe the following error msg in Figure 7c, there could be several reasons:
1. Server instance does not start or got stopped by AWS Academy when the session
exceeds certain time limit. We need go back to “start instance” using the AWS Console.
2. Your client machine was assigned with newer public IP address since last connection to
the Internet through your ISP. We need to fix the problem by the source list of the
instance’s security group using MyIP. See Figure 7d for the steps to reset the My IP as
the source list for the security group.
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& Bitvise SSH Client 9.23 — O X

Window behavior

Profile: courseraEC2.tlp (changed)

(@)

Load profile

Login  Options Terminal RDP  SFTP Services C25 S2C SSH  Notes About

Server Authentication

Host | 54.91.251.44 Username | ec2-user |

g~ .
o Port |22 [JEnable obfuscation Initial method | publicke v
0 ‘ Y ‘

Obfuscation keyword

Save profile Client ke \Proﬁe 2 v ‘
m ..3 N\ Kerberos Passphrase
&/,
SPN | Elevation ‘Defadt v ‘
Save profile as
[] Gss/Kerberos key exchange
m Request delegation
gssapi-keyex authentication
New profile
@ Proxy settings Host key manager Client key manager Help
Close profile (§)18:53:28.185 Version status: Current A

This is the latest release.

(3)19:53:11.522 Started a new SSH connection.

@ 19:53:11.566 Connecting to SSH server 54.91.251.44:22,

(1)19:53:11.603 Connection established.

@ 19:53:11.651 Server version: SSH-2.0-OpenSSH_7.4

@ 19:53:11.651 First key exchange started. Cryptographic provider: Windows CNG (x86) with
additions

@ 19:53:11.796 Received host key from the server. Algorithm: ECDSA /nistp256, size: 256 bits,
SHA-256 fingerprint: LgSh8mHqTV7UhPDJaezvYpv 1bjzDoEcSDp2j8ub/gik.

@ 19:57:24.686 Host key has been saved to the global database and to profile
'C:\Users\csnet\Desktop\coursera\courseraEC2. tip'. Algorithm: ECDSA /nistp256,
size: 256 bits, SHA-256 fingerprint:

LgSh8mHQTV7UhPDJaezvYpv 1bjzDoEcSDp2j8ub/gNk.
@ 19:57:24.732 First key exchange completed using ECDH/nistp521. Connection encryption:

\%)19:57:24.757 The SSH connection has terminated with error. Reason: Error dlass:
LocalSshDisconn, code: ConnectionLost, message: FlowSshTransport: received
EOF. v

Figure 40. Failed connection due to new client IP assigned by your ISP.
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& & @

N. Virginia v voclabs/user2049002=Test_Student @ 8842-1950-8895 ¥

@ Resource Groups & Tag Editor

@ New EC2 Experience Instances (1/3) info

X l Connect I | Instance state ¥ l [ Actions ¥ l mn
Tell us what you think
Q 1 @
EC2 Dashboard
EC2 Global View -] Name v Instance ID Instance state v Instance type V¥ Status check Alarm status Availability Zone
Events - i-0dcee6a521e2e8d9a ©@Running @QAQ t2.micro © 2/2 checks passed  Noalarms =+ us-east-1c
Tags ubuntu22_04_cs5910_i1 i-0d6647bbff3847f63 @Running @@ t2.micro © 2/2 checks passed  Noalarms =+  us-east-1c
Limits cchow_awsac_cs5910_i1 i-028ecf8236faebe3d ©Running @QQ t2.micro © 2/2 checks passed  Noalarms =+ us-east-1c
SN
¥ Instances
Instances new Instance: i-028ecf52 be3d (cchow_awsac_cs5910_i1) @ X
Instance Types
Launch Templates Details Security Netwol Status checks Monitoring Tags
Spot Requests 2
P q ¥ Security details \ 4
Savil PL;
avings Plans JAM Role vv Launch time

Reserved Instances new
Dedicated Hosts
Scheduled Instances

Capacity Reservations

Mon Jul 25 2022 00:05:08 GMT+0800 (Taipei Standard

Security groups
sg-Ocelee7ad906d40aa (launch

To reset MyIP for the security group rules.
1. Select the instance.
“ 2. Click the “Security” tab.

¥ Inbound rules

¥ Images
AMiIs a 3. Click on the Security group of the instance. ;
AMI Catalog
Security group rule ID Port range Protocol Source Security groups
Vv Elastic Block Store sgr-0a812a3c31e769406 80 Tcp 0.0.0.0/0 launch-wizard-3
Volumes  new sgr-08e1600e963521e80 443 TCP 0.0.0.0/0 launch-wizard-3
Snapshots. New 5gr-00068cd697ae68d86 22 TP 0.0.0.0/0 launch-wizard-3
Lifecycle Manager new
¥ Outbound rules
¥ Network & Security
Q 1
Security Groups
Elastic IPs Security group rule ID Port range Protocol Destination Security groups
Placement Groups sgr-012556e9140d7e8d4 Al Al 0.0.0.0/0 launch-wizard-3

Ko Daire

Services

(o}

@ Resource Groups & Tag Editor

Figure 41. Steps to access the security group information.

& 4 O

N. Virginia ¥

@ New EC2 Experience

Tell us what you think

EC2 Dashboard
EC2 Global View

X

EC2 Security Groups sg-Ocelee7ad906d40aa - launch-wizard-3

sg-Oce1ee7ad906d40aa - launch-wizard-3

Events Details
Tags
Limits Security group name Security group ID Description VPCID
launch-wizard-3 sg-Ocelee7ad906d40aa launch-wizard-3 created vpc-09e629819758cad49 [5
¥ Instances 2022-07-24T13:13:36.080Z

Instances new

Instance Types

Launch Templates
Spot Requests

Savings Plans
Reserved Instances new
Dedicated Hosts
Scheduled Instances

Capacity Reservations

Owner Inbound rules count Outbound rules count

884219508895 3 Permission entries 1 Permission entry

Inbound rules Outbound rules Tags

Click Edit inbound rules

Run Reachability Analyzer X

@® You can now check network connectivity with Reachability Analyzer

¥ Images Inbound rules (3)
AMIs New
AMI Catalog Q ! @
¥ Elastic Block Store Name v Security group rule... ¥ IP version v Type v Protocol v Port range
Volumes  new - sgr-0a812a3c31e7694... IPva4 HTTP TCcP 80
Snapshots new - sgr-08e1600e963521e... IPva4 HTTPS TCP 443
Lifecycle Manager new - sgr-00068cd697ae68d... IPv4 SSH TCP 22

¥ Network & Security

Figure 42. Edit inbound rules.
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aws 252 Services N. Virginia ¥ voclabs/user2049002=Test_Student @ 8842-1950-§
g

@ Resource Groups & Tag Editor

EC2 Security Groups sg-Ocelee7ad906d40aa - launch-wizard-3 Edit inbound rules

Set the Source for the three inbound rules

Edit inbound rules . o MyIP.
Inbound rules control the incoming traffic that's allowed to reach the instance. 1‘?; Tsy g:eéé;;gund my Cllent IP tO be
,' Click “Save rules”
Inbound rules info °
&
Security group rule ID Type Info Protocol Port range Source I ption - optional Info
Info info ».
sgr-0a812a3c31e769406 HTTP v TCP 80 My IP v,
v
sgr-08e1600e963521e80 HTTPS v TCP 443 My IP v

sgr-00068cd697ae68d86 SSH v TCP 22 Custom & Q

[cwsom ] (50

Anywhere-

IPv4
Add rule
Anywhere-

IPv6

My IP

Figure 43. Reset MyIP for the source list of the security group.

Step 6b. The bitvise SSH xterm client and SFTP client are launched,

Finally the Bitvise app launches two tools: Bitvise SFTP Client and Bitvise xterm Client. We use
Bitvise SFTP Client for dragging and dropping files between SSH client and SSH server and use
Bitvise xterm Client for entering/executing commands on a remote terminal session on the
instance.
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E courserabC2.tlp - ec2-user@54.91.251.44:22 - Bitvise xterm - ec2-user@ip-172-31-88-234:~ os Q Shopping : More

A

| Amazon Linux 2 AMI

S N

https://aws.amazon.com/amazon-linux-2/

12 package(s) needed for security, out of,22 available yrd? Are you a student? If you
Run "sudo yum update" to apply all updates,. al is not meant for you
[[ec2-user@ip-172-31-88-234 ~]$ ’

Translate this page

=| courseraEC2.tlp - ec2-user@54.91.251.44:22 - Bitvise SFTP o — a X
Window Local Remote Uploadq f"" Download queue  Log 0
2

Browse |(4) Uploadqueue (2 ) Dusnload queue i=| Log "
= 2 g
Local files v ﬁka:@ Remote files ﬁna::
< =] ") (= [® 57 C:\Users\csneMDesktop\coursera A E =] ’) 5 [® |/home/ec2user v .
A A ~
Name v Size Type Dz|| Name Size Type Date Modified
hamy v 0 File folder 4/ ssh 29  File folder 7/24/2022 8:05...
| cchow_awsac_cs5910_pkey.pem \~ 1678 PEM File ) 771\ |_| bash_logout 18 BASH_LOG.. 7/14/202011:5..
| cchowtest_awsac_pkey.pem \.700 PEM File 12|/ | | bash_profile 193 BASH_PR..  7/14/2020 11:5...
3cchoMest_a'A'sac_pkey.ppk 162 PuTTY Pn‘»! 12, | bashrc 231 BASHRCFile 7/14/2020115..
Y courseraEC2tlp 13.90¢ _ Bitvise ssH® 7
| courseraEC2tip bak 10,843“BAKFle B 12
v
n
> g s
s o‘1. Bitvise xterm app.
o 2. Bitvise SFTP app.
|
»
A
1
< >l < >

Jpload u ) Enqueue paused i Binary v U= Ask ff file exists - Pause Download u) Enqueue paused i Binary v U= Ask ff file exists - P4

Figure 44. Bitvise SFTP Client and Bitvise xterm Client.

Remember to run the four sudo commands and mysql command in Page 24 on your instance as
soon as you login to your instance.

Step 8. Save the SSH configuration as a profile for future reference.

Click “Save profile” and enter CourserakC2 as profile name. Next time we start bitvise, it will
remember the current profile. In we have switched to different profile, we can also click Open
profile to bring back the SSH settings for accessing the instance. Click Login to verify if it works.
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o courserakC2.tlp - ec2-user@54.91.251.44:22 (reconnecting) - Bitvise SSH Client — O X

Window behavior

Profile: courseraEC2.tlp (changed)

( ©) Login  Options Terminal RDP  SFTP Services C25 S2C SSH  Notes About
Server Authentication

54.91.251.44

Load profile

Click Save profile
Save profie _Choose default where only
¥ Kerberos »the current Windows user

N [ , L]
Save profile as - “ can access the | nfO -
Saving Sensitive Inforn_ .
A -~ Click OK
2 This profile .
keypairs and wasswords. Who should to access this
New profile informati beible
y ‘

@ (® The current Windows user only 2 Help

Close profile (O Any account on this computer i A
O ey sk € |let address.
nnected party
[[Jpon't ask me again | nection failed

@20:56: 15.760 Continuing with automatic reconnection.
Reconnection attempt is scheduled at 20:56:32.
@20:56:22.412 Saving profile to 'C:\Users\csnet\Desktop\coursera\courseraEC2.tp".
(1)20:56:31.734 Started a new SSH connection.
@20:56:31.768 Connecting to SSH server 54.91.251.44:22,

(%)20:56:52.815 Connection failed. FlowSocketConnector: Failed to connect to target address.
Windows error 10060: A connection attempt failed because the connected party
did not properly respond after a period of time, or established connection failed
because connected host has failed to respond.

(1)20:56:52.847 The SSH connection has been terminated.

@20: 56:52.847 Continuing with automatic reconnection.
Reconnection attempt is scheduled at 20:57:25. v

Figure 45. Save profile for future reference.

You can also “Save Profile as” as a different file name and to a different directory.
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3.3. What you do when you get “failed to connect” message?

When your SSL terminal client failed to make connection to your AMI Linux server instance,
there could be several reasons and some can be easily solved, others may take systematic
diagnoses:

Possible Reason 1: You may not set the Source List of the security group of your instance
properly.

The common situation is that we moved our client machine to a different subnet or location and
was assigned with a different public IP address. In that case we need to reselect the “My IP” in
the source column of all the related security group rules, so that the instance will accept the new
connections coming from that new client location.

The security group specifies the firewall rules that govern the incoming or outgoing connection.
The source list of the incoming firewall rules is particularly important and need to be configured
correctly. It should include the current assigned IP address of your client machine. Without that,
any connection from the client will be rejected. In Page 11 of Section 2.1.6. Step 6. Configure
Security Group, we show how to add the current IP address of your client to the allowed
connected Source List. Perhaps you missed the step. Here is how to add it after the instance is
already created and running:
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Step a. Select the instance and choose its security groups.

aws

(D New EC2 Experience

4

4

Learn more

EC2 Dashboard

EC2 Global View
Events

Tags

Limits

Instances

Instances New
Instance Types
Launch Templates
Spot Requests
Savings Plans
Reserved Instances new
Dedicated Hosts
Scheduled Instances

Capacity Reservations

Images
AMIs new

AMI Catalog

Elastic Block Store
Volumes new
Snapshots nNew

Lifecycle Manager new

Network & Security
Security Groups

Elastic IPs

X

Instances (1/1) info
Q

Name v Instance ID Instance state v Instance type ¥V Status check Alarm status
testawsac_cs5... i-0a27129fc137e4ab9 © Running @Q  t2.micro @ Initializing No alarms
~.
Instance: i-0a27129fc137e4a astawsac_cs5910a_al2_i1)
e
Details Security Networking Status checks Monitoring Tags
|

V¥ Security details

IAM Role

Security groups

w

l sg-Occ5e47e1d4232f8a (launch-wizard-S)]

¥ Inbound rules

Q

Security group rule ID

sgr-Oeadb1cc488895aed
sgr-0d24b6dc7a164bd3f
sgr-0cd234d65141797ae
sgr-035b7247474d367fd

¥ Outbound rules

Port range

443
80
All
22

1. Select the instance.

2. Click on the Security tab.
3. Click on the Security Group link.

Protocol

TCcP
TCP
ICMP
TCP

Source

128.198.50.251/32
128.198.50.251/32
128.198.50.251/32
128.198.50.251/32

Figure 46. Access the security group specification.
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Step b. Edit inbound rules.

Services Q c Q @ N. Virginia v voclabs/user1761385=Test_Student @ 1333-5622-5040 ¥

(D New EC2 Experience X . )
Leam more EC2 Security Groups sg-0cc5e47e1d4232f8a - launch-wizard-3

£C2 Dashboard sg-Occ5e47e1d4232f8a - launch-wizard-3

EC2 Global View

Events Details
Tags
Limits Security group name Security group ID Description VPCID
launch-wizard-3 sg-Occ5e47e1d4232f8a launch-wizard-3
V¥ Instances created vpc-0daSe6a322e3e2bf8
(st 2021-12-28T00:25:08.116 £
nstances New +08:00
Instance Types
Launch Templates Owner Inbound rules count Outbound rules count
Spot Requests 133356225040 4 Permission entries 1 Permission entry

Savings Plans

Reserved Instances new

Dedicated Hosts Inbound rules Outbound rules Tags Click Edit inbound rules

Scheduled Instances

Capacity Reservations . . -
® You can now check network connectivity with Reachability Analyzer

¥ Images
AMIs New
Inbound rules (4) Edit inbound rules
AMI Catalog |
| . Q 1 ©
¥ Elastic Block Store
Volumes tew Name v Security group rule... ¥ IP version v Type v
Snapshots new
- sgr-Oeadb1cc488895aed IPv4 HTTPS
Lifecycle Manager new
- sgr-0d24b6dc7a164bd3f IPv4 HTTP
¥ Network & Security - sgr-0cd234d6514179... IPv4 AlLICMP - IPv4
Security Groups = sgr-035b7247474d36... IPv4 SSH

Elastic IPs
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Figure 47. Edit inbound firewall rules.
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Step c. Set new My IP

aws

i Senvices | Q ® PaN ® N. Virginia ¥ voclabs/user1761385=Test_Student @ 1333-5622

EC2 Security Groups sg-Occ5e47e1d4232f8a - launch-wizard-3 Edit inbound rules

Edit inbound rules i

Inbound rules control the incoming traffic that's allowed to reach the instance. Select “My IP” menu-item in each source of the
inbound rules to specify your current client or the

Inbound rules 1o subnet of the client machines allowed to access

Security group rule ID Type Info Protocol Port range Source Info
Info Info

Description - optional Info

sgr-Oeadb1cc488895aed HTTPS v TCP 443 My IP v
114.46.162.93/32 X‘

sgr-0d24b6dc7a164bd3f J— v B 80 Custom & | | Q
[E 128.198.50.251/32 x\

Anywhere-

sgr-0cd234d65141797ae AULICMP - IPva v ICMP All 1Pv4 Q
Anywhere- M s o
1Pv6 128.198.50.251/32 x\

sgr-035b7247474d367fd SSH v TCp 22 MyIP & Q

My IP

128.198.50.251/32 x\

Figure 48. Set My IP on the source list of all rules to block potential hacking attacks.

Possible Reason 2. Use wrong private key or the app can not find the right private key.

Check if the private key you configured is associated with the creation of the related instance.

Often we found a wrong private key is used, when there are multiple private keys for multiple
instances. For Mac or Linux client, when you use ssh command with -i option, make sure you
are in the right directory that contains the related private key.

Possible Reason 3. There is potential Internet outage between you and the AWS region.

Make sure you get response from a server in the same AWS region of your instance.

In our case, for learners using AWS Academy free service, they can use command “ping -c 2
rds.us-east-1.amazonaws.com” or access web page https://rds.us-east-1.amazonaws.com and see
if you get response. If not, you can systematically check if it is the network problem between
your machine and the AWS region. Starting from ping your local residential gateway such as
192.168.0.1, and see if you can reach a known internet site you often visit.

4. Optional Exercise: Install LAMP Server Package

Many of our cybersecurity exploit examples can be illustrated with a server system installed with
Linux Apache MySQL PHP (LAMP) server package. You can clone an instance from an
update-to-date Amazon Linux 2 instance. Follow the same steps in Section 2.1, but in page 7
Section 2 Application and OS selection. Select the default Amazon Linux 2 image with Kernel
5.10 instead of choosing the coursera cs5910a_im1 image. Finish the cloning process and
associate an elastic IP address with your brand new instance.

Next follow the steps in the web page titled “Tutorial: Install a LAMP web server on Amazon
Linux 2”
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https://docs.aws.amazon.com/AWSEC?2/latest/UserGuide/ec2-lamp-amazon-linux-2.html

to set up LAMP servers on our new instance. We will remote login to our newly cloned AWS
instance to run the related system configuration commands. It will take about 25 minutes to
complete the whole process, including the installation of phpMyAdmin to manage the MySQL
server through php web pages.

Note that in the above web page, it does not provide detailed info in setting up and running a
httpd server that supports for HTTPS (HTTP Secure) which protect your data with SSL/TLS
encryption. To add that support, please follow the instruction in the web page
https://docs.aws.amazon.com/AWSEC?2/latest/UserGuide/SSL-on-amazon-linux-2.html

Use the following yum command to install the mod_ssl package for HTTPS.

[ec2-user@ip-172-31-84-242 ~]S sudo yum install mod_ssl

Here we run the four commands in the instance to create and set up certificate and private
key for the web server.

[ec2-user@ip-172-31-84-242 ~]S cd /etc/pki/tls/certs
[ec2-user@ip-172-31-84-242 certs]S sudo ./make-dummy-cert localhost.crt
[ec2-user@ip-172-31-84-242 certs]S sudo vi /etc/httpd/conf.d/ssl.conf

Using the editor we comment out Line 107 by adding # as the first character in that line,
similar to the one below.

#SSLCertificateKeyFile /etc/pki/tls/private/localhost.key

The reason we do that is the localhost.crt combines the certificate and private key created
using the make-dummy-cert. In this simple set up, they are combined in a single file.
Normally we separate certificate and private key into two separate files and also saved in
different directories for better protection.

[ec2-user@ip-172-31-84-242 certs]S sudo systemctl restart httpd

A related LAMP installation session was captured and saved in
http://ciast.uccs.edu/coursera/pub/LAMPInstallationSession.pdf
for your reference.

5. Create Project Web Page and Verify Access

The AMI Linux instance is installed with Apache web server and the default web site is located
in /var/www/html.
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Task 1. Create default web page.

For this project and to test the access control of web access to instances, we like to uniquely
identify the web server by creating a default web page with the following simple content as
/var/www/html/index.html.

<h1>This is the Apache web server created by <your email address> for CS5910 Coursera
Specialization</h1>

where <your email address> is the one you used for your Coursera account. Note that you have
control over the access to this web server. Only you and your peer reviewers will have accessed
to this web page.

Verify Web Access

Type https://<your instance IP address>/ in the Firefox browser of your local machine to verify
if the default web page is up. Here replace the <your instance IP address> with the IP address of
the instance you set up. In my case, it is.

Capture the browser image of your default web page as myWebSite.png similar to Figure 51
below.

Deliverable of Project la: Submit the captured Firefox browser image of the default web site of
the instance as deliverable for Project 1a.

Note that the web browser will warn the web access is not secure, since the certificate presented
by the web server is self-signed, not signed by a public Certificate Authority (CA). On firefox
browser, click “Advanced” and then “Add Exception...” followed by “Confirmed Security
Exception”.

<« @] Ga No..re  https://13.58.126.214 w oI =

2 Import bookmarks... ., Getting Started D cs691 D retirement D aws academy

Click “Advanced...” to access your web page

Warning: Potential Security Ri

Firefox detected a potential security threat and did not continue
visit this site, attackers could try to steal information like your pas'
credit card details.

13.58.126.214. If you
ords, emails, or

Learn more...

Go Back (Recommended) Advanced...

Figure 49. Brower warns the potential man-in-the middle attack.
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<« > C Ca Not Secure  https://13.58.126.214 & ©

@) Import bookmarks... @ Getting Started (D cs691 [Jretirement [ aws academy

Warning: Potential Security Risk Ahead

Firefox detected a potential security threat and did not continue to 13.58.126.214. If you visit this site, attackers
could try to steal information like your passwords, emails, or credit card details.

Learn more...

Go Back (Recommended) Advanced...

13.58.126.214 uses an invalid security certificate.

The certificate is not trusted because it is self-signed. .
Click here to proceed
Error code: MOZILLA_PKIX_ERROR_SELF_SIGNED_CERT

View Certificate

Go Back (Recommended) Accept the Risk and Continue

Figure 50. Choose to access the default web page even with warning.

¢ C A NotSecure | https://13.58.126.214 n % » @

This is the Apache web server created by for CS5910
Coursera Specialization

Figure 51. Https access to the default web page with warning.
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Make sure you finish your session by clicking the “End Lab”. The results is to shutdown the
AWS session. The green icon to the right of “AWS” button will be changed to red color.

O B nttps://awsacademy.instructure.com/courses/12248/modules/items/1065367 170% 7%

mport bookmarks... @ Getting Started 5691 retirement

ALLFv1-12248

Learner Lab - Foundational Services

M End Lab

e’ $0 of $100, Dec, 2021 00:00

P Start Lab i AWS Details i Readme 'O Reset b3

ddd_v1_w_YlsK_9k5662 b45878:~ Close
_v1_w_YlsK_! @runwe! $ Cloud Access
AWS CLI: Show
Click “End Lab” to end the session. Cloud Labs
Make sure the circle icon to the right of Remaining session time:

AWS label change from red color to green. 05:59:08(360 minutes)

Session started at:
2021-12-28T02:41:18-0800

Se<<inn tn end at
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